s wearable devices become more ingrained in our daily lives, traditional communication networks primarily designed for human-being-oriented applications are facing tremendous challenges. The forthcoming fifth-generation (5G) wireless systems look to support unprecedented high capacity, low latency, and massive connectivity. In this article, we examine key challenges facing wearable communication devices. A cloud/edge communication architecture that integrates the cloud radio access network (CRAN), software-defined network (SDN), device-to-device (D2D) communications, and cloud/edge technologies is presented. Computation offloading enabled by this multilayer communications architecture can offload computation-excessive and latency-stringent applications to nearby devices through D2D communications or to nearby edge nodes through cellular or other wireless technologies. Critical issues faced by wearable communications, e.g., short battery life, limited computing capability, and stringent latency, can be greatly alleviated by this cloud/edge architecture. Together with the presented architecture, current transmission and networking technologies [including nonorthogonal multiple access (NOMA), mobile edge computing (MCE), and energy harvesting] can greatly enhance the performance of wearable communications in terms of spectral efficiency, energy efficiency, latency, and connectivity.
any device that can be worn on the body), while not new, have seen a recent surge in their large-scale use and popularity. It is estimated that close to 929 million devices will be available globally by 2021, a massive increase from the 325 million of 2016 [1] . This rise in popularity was spurred, in part, by technological innovation. Emerging techniques such as system-on-chip and system-in-package have scaled down the printed circuit board size, decreased power consumption, and, most importantly, made it possible to design wearables in a variety of desired shapes.
Wearables provide easier access to information and convenience for their users. They have varying form factors, from low-end health and fitness trackers to highend virtual reality (VR) devices, augmented reality (AR) helmets, and smart watches ( Figure 1 ). These devices can collect data on heart rates, steps, locations, surrounding buildings, sleeping cycles, and even brain waves. Computing limitations, however, continue to hinder wearables' ability to process data locally; as a result, most send their collected data to other powerful devices or to clouds. This necessary communication method plays a vital role in the production of wearable devices and is the main emphasis in this article. Different applications provided by different wearables may have varying communication requirements, e.g., while medical sensors have stringent requirements on latency and reliability, they have a low data-rate need. By contrast, AR/VR devices require both high throughput and low latency for a better user experience.
Supporting diverse communication requirements while serving as a unified platform for various services and applications is the goal of 5G. Before 5G eventually rises to prominence, existing technologies such as long-term evolution (LTE)-advanced and wireless local area network (WLAN) are gradually evolving to fit new needs. The communication requirements of wearable devices can be fulfilled in part by existing technologies, e.g., multiuser multiple-input, multiple-output (MU-MIMO), together with beamforming in 802.11ac, can achieve a throughput of more than 1 Gb/s [2] . For wearables requiring high data rates, the future evolution of WLAN (e.g., the IEEE Standard 802.11 family) can act as an alternative solution. Perhaps most importantly, the hardware cost and power consumption in specifications like WLAN and Bluetooth are more suitable for wearable devices. This article focuses on challenges as well as the enabling of technologies in wearable communications. Our main contributions are as follows: 1) evaluations of design challenges and requirements for wearable communications and presentations of communication architecture that reflects recent industrial/academia research directions 2) a list of detailed techniques that were selected to help alleviate the challenges [with an emphasis on medium access control (MAC) and physical (PHY) layer design] and presentations of our research results accordingly.
Challenges for Wearable Communications

Power Constraints
The relatively small size of most wearable devices poses a challenge when it comes to fitting a conventional battery inside them. For most wearables, battery power tends to be proportional to the device size; however, a typical battery life should last several years at a minimum. 
Variations on Communication Requirements
Wearable communication requirements vary depending on different use cases, in terms of differing data rates, latency, and reliability. On one hand, traffic growth has historically been a key driving force for new generations of wireless systems. Since 2014, VR/AR technologies have turned into a clear reality, and gigabit per second throughput has become a feature that is expected in wearable devices. The road maps of LTE and 5G have both proposed a gigabit-per-second experience in the near future. However, wearable devices may not be able to take full advantage of LTE and 5G due to their potential cost and hardware complexity. Conversely, wearable devices have succeeded in becoming more involved in everyday activities requiring voice, image, and video inputs. Human beings are generally sensitive to an audible delay of approximately 100 ms and can perceive visual delays of fewer than 10 ms. Cell phones and tablets now primarily use touch interaction, a tactile interaction that requires a more rigorous delay control, e.g., 1 ms.
Dense Deployment of Wearable Devices
Wearables can help users see, hear, sense, and even feel the world, making it very common for one user to require multiple devices, e.g., a fitness tracker to maintain a healthy lifestyle, a VR/AR helmet for gaming and to explore a richer experience, and smart glasses for virtual assistance and navigation. Such a usage scenario may not cause problems in rural areas; however, in areas with high population density, capacity and connectivity issues can become exaggerated, resulting in performance barriers [3] . While most wearable communications occur locally by using WLAN, the contention-based WLAN MAC protocol could limit the number of devices that can be supported. Even in ideal conditions, for example, a typical Wi-Fi router can only support a maximum of 30-50 connected devices. With hundreds of people in a large conference room, the number of wearable devices could reach into the thousands. Due to severe interference, not even a large deployment of hotspots could solve this communication problem.
Health Concerns
A major concern regarding wearable communications is human biological safety under radio-frequency (RF) exposure. The human body absorbs electromagnetic radiation, which causes thermal or nonthermal heat in the affected tissues. Guidelines on RF exposure normally apply specific absorption rate (SAR) as the metric for frequencies below 6 GHz. For millimeter-wave (mm-wave), since the absorption is low and the primary energy remains in the surface layer of the skin, power density (PD) instead of SAR is more suitable for evaluating the health effects. However, PD cannot evaluate the effect of certain transmission characteristics (e.g., reflection) adequately. Therefore, temperature elevation of a direct contact area is proposed as the appropriate metric for mm-wave RF exposure in [4] . Moreover, some tissues (e.g., eyes) are especially vulnerable to mm-wave radiation-induced heating and require more attention. It is necessary to continually update regulations based on new materials, frequencies, device types, and transmitted powers. Additionally, manufacturers must be educated with the newest research/regulations to better address consumer concerns and promote this new technology.
Security
Due to the computing and power limitations of wearable devices, collected data may need to be shared with other devices, edge nodes, or the cloud for further processing. The desire of users to significantly improve their health and their lifestyles promotes information sharing; such shared data will inevitably contain sensitive and private information, e.g., location, heart rate, emotional state, and disease history. Thus, any leak of information could pose serious problems for individuals. The challenges here are numerous and include how to protect data so that unauthorized people will not have access, how to ensure data are securely shared between the device and the cloud, and how to make sure data are securely stored in the cloud.
Enabling Architecture for Wearable Communications
This article presents a wearable communication architecture that combines heterogeneous CRANs (H-CRANs) [5] , cloud/fog computing, and SDNs, as shown in Figure 2 . The H-CRAN architecture leverages macro base stations (MBSs), small base stations (SBSs), and remote radio headers (RRHs) to facilitate various user connections and performance needs. High-power MBSs provide blanket coverage and seamless mobility, while low-power SBSs and RRHs enable local coverage and fulfill high-capacity requirements [6] . Wearables can utilize both MBSs and SBSs for data offloading, thereby saving energy and achieving faster computation speeds. Furthermore, MBSs and SBSs can connect to baseband unit (BBU) pools or to cloud servers directly using backhaul connections. These BBU pools can help achieve a globally optimized mobile association, interference management, and cooperation. When MBSs/SBSs are directly connected to cloud servers, extremely computation-intensive but less delaystringent tasks can be offloaded to cloud servers for more powerful processing. To further leverage CRAN benefits, RRHs can be set up very close to end-wearable devices. RRHs can be designed to mainly possess radio front functionalities while BBU pools handle the majority of PHY/ MAC layer processing. Low-power RRHs can be deployed to provide various communication needs, e.g., low latency, low transmission power, and high capacity. Additionally, RRHs can integrate several transmission technologies, including Bluetooth, WLAN, and visible light communication (VLC), to help provide backward compatibility and enrich use cases.
BBU pools are connected by data servers, in which user-specific data, e.g., preferences, locations, activities predictions, and quality-of-service (QoS) requirements, are stored. Data can be generated by cloud servers with SDNcontrolled backhaul, wherein SDN controllers play an important role. Specifically, SDN controllers are aware of network conditions and user demands and send instructions to BBU pools to guide network traffic forwarding. Furthermore, local SDN controllers in each subnetwork can abstract physical devices to virtual ones. For example, depending on the application, network resources can be sliced to form virtual access points to fit different needs [7] . Such network slicing could dynamically improve system performance.
Another important component is MEC, which is very important to wearable communications because it moves clouds locally to reduce transmission latency, backhaul loading, and the central node workload. One observation in wearable devices is that a significant portion of communications takes place between various devices belonging to the same person. Therefore, D2D communications underlying cellular networks can transmit and process data locally, thereby reducing both latency and 
Enabling Transmission/Networking Technologies
Antenna Designs
The form factor and power constraints on wearable devices impose additional requirements on antenna designs. This is especially true for those devices operating on multiple modes, with transceivers designed to work in more than one protocol stack. As previously mentioned, differing wireless technologies may use differing spectrums. Traditional cellular, Bluetooth, tri-band Wi-Fi (2.4, 5, and 60 GHz), and mm-wave cellular are anticipated in highend wearable devices by the consumer market. Legacy antenna designs, however, require the antenna size to be less than half that of the wavelength, which can efficiently capture the radiated signal. For cellular systems, the frequencies range from 800 MHz [Global System for Mobile Communication, low-band third generation, and fourth generation (4G)] to roughly 2.5 GHz (high-band 4G, Bluetooth, and 2.4-GHz Wi-Fi); the antenna size varies from 18 to 5 cm. Today's innovative antenna designs incorporate both engineering and industrial design aspects that take advantage of the entire structure of a device. For smaller devices, patch antennas can be directly printed on the circuit board with a higher dielectric constant, thus reducing the required size at the cost of gain/loss. Moreover, [8] showed an innovative tri-band antenna design that can work in small-size wearables.
The mm-wave frequency band not only leads to higher path loss; it is more susceptible to blockages, potential water vapor, and oxygen molecule absorption. However, a smaller wavelength at the mm-wave band can benefit the antenna array design within a compact area. Hence, for mm-wave communications, an antenna array with multiple antenna elements and directional beamforming could compensate for the downside of channel characteristics. In fact, since RF units drain a significant amount of battery energy compared with other antenna components, the most advanced designs use fewer RF units and still achieve an efficient performance. The idea is to group several antenna elements into a single RF unit, thereby leading to a hybrid analog/digital antenna structure. Due to the sparse nature of multipaths in mm-wave signals, the improvement from purely digital beamforming is limited. The relative simplicity of analog beamforming further motivates the hybrid analog and digital antenna structure. A prototype design made by Samsung Electronics has 32 antenna elements but only four RF units in a 6 cm 3cm # area [9] . Such architecture can easily be applied to wearable devices such as AR helmets.
With regard to the BS, a largescale antenna system (typically in the order of hundreds) can be mounted to form massive MIMO (mMIMO) systems capable of serving more users with the same time/frequency resources and can provide a higher energy and spectral efficiency. By supporting massive connectivities in a scalable way, mMIMO takes greater advantage of spatial diversity and/or multiplexing. The gain, however, derives primarily from an accurate knowledge of the channel state information (CSI) used for signal detection and precoding.
How to obtain CSI using moderate-to-low overhead with pilot contamination in a mMIMO system constitutes active, yet challenging research. The antenna design must further consider the SAR for wearable devices due to their close proximity to the human body. This guideline could impact the power level and the antenna beam design.
PHY and MAC Technologies
The massive connectivity and high data-rate requirements of wearable devices can be fulfilled, in part, by new radio access technologies (RATs) and MAC technologies. Emerging RATs, e.g., NOMA, benefit the system with both spectral efficiency and connectivity [10] . NOMA allows the same radio resources to be used by more than one wearable device at the same time, as opposed to current OMA technologies, e.g., orthogonal frequency-division multiple access in 4G. The nonorthogonality can occur either in the power-domain (P-NOMA) or the code domain (C-NOMA). C-NOMA utilizes different codes within the same resource to achieve multiplexing gain, while P-NOMA assigns users with distinct power levels to maximize the performance. In this article, we focus on P-NOMA, denoted as NOMA for brevity. On the transmitter side, NOMA allocates more power to users with poor channel conditions, creating a power disparity that not only facilitates decoding but also promotes system throughput and fairness. NOMA has the potential to achieve even higher spectral efficiency and connectivity at the cost of a more complex receiver structure, a problem which can be addressed by more advanced signal processing schemes and hardware design. To be specific, successive interference cancellation (SIC) is used to retrieve user messages by decoding the strongest signal first. SIC then subtracts the decoded signals and continues to decode the next strongest signal. This process stops once the intended received signal is decoded. D2D communication is considered a promising technology in 5G systems [11] because the D2D underlying cellular network allows for direct communication between closely located users. Both D2D-assisted cellular mode communications and direct D2D communications can utilize close proximity and frequency reuse gains so that higher energy and spectral efficiency can be achieved. A wearable communication system using NOMA, MIMO, and D2D PHY/MAC schemes is shown in Figure 3 . 4 presents preliminary simulation results when MU-MIMO, NOMA, and D2D are applied to wearable communications. Specifically, consider a downlink wireless system with one-edge node BS located in the center of a circle with a radius of R km. The BS has M antennas, whereas the cellular-mode wearable devices (CWDs) and D pairs of D2D-mode wearable devices (DWDs) have only one antenna each. Note that a wearable can operate in both modes depending on the connection requirement. CWD refers to the wearable that connects to cellular BSs for guaranteed service, while DWD is the mode for local connections. CWDs and DWDs are randomly deployed, and the distance between each D2D transmitter and receiver is constant and denoted as . Rd The channel gain between the BS, CWDs, and DWDs consists of large-scale path loss and small-scale Rayleigh fading. To better utilize MIMO and NOMA, the edge node generates M beams, while each beam supports K CWDs through NOMA. Therefore, the total number of M K # users can be supported on each radio resource unit. Precoding schemes and power allocation need to be optimized for maximizing the sum spectral efficiency of CWDs and DWDs. While joint optimization is difficult to achieve, we solve the problem in a heuristic way, wherein zero-forcing precoding is determined first; the NOMA power allocation is then decided by applying Karush-Kuhn-Tucker conditions in convex optimization. As a comparison, results from OMA are also presented, with only one CWD supported in each beam. All of the results are expressed as a percentage for better illustration. The proposed scheme clearly reveals a better performance in terms of overall spectral efficiency, connectivity, and latency. As the number of CWDs increases, the system can further benefit from a multiuser diversity gain.
The second part is an advanced MAC protocol that coordinates transmission/processing within a device or between devices. Traditional methods dispatch transmissions according to varying protocol stacks within a device to ensure that data going through Bluetooth low energy (BLE) will not be sent to Wi-Fi. However, coordination can be achieved through the use of a central unit, i.e., a dedicated, low-power always-on component. Inside this central unit, data are sent through the appropriate protocols based on the availability, surrounding interference level, and demand for quality of experience. For example, emergency health-care information can be dispatched to a cellular unit, resulting in a fast response directly over the Internet. Voice calls can go through Wi-Fi if the cellular unit is unavailable. Moreover, MAC plays a more important role in transmissions involving multiple devices. Smart transmission classifies data in terms of QoS requirements, which can help save battery life by forcing the RF unit to enter a sleep mode that only activates to deliver critical information requiring a low-latency transmission. Since antennas can form narrow beams at the mm-wave band, devices can support multiple transmissions simultaneously with limited cochannel interference [12] . MAC protocol needs to consider the initial access of the aligning antenna to the high-gain direction, thereby enabling beam tracking in-motion for a seamless experience and an advanced sensing algorithm; this process Figure 4 the performance evaluation of a downlink system with an mu-mimo, noma, and a D2D.
,
the transmit powers of the edge node and DWDs are 10 and 2 W, respectively. (a) the sum rate of a proposed noma + D2D with oma + D2D, (b) the performance of cWDs and DWDs in a noma + D2D scheme [10] , and (c) the complementary cumulative distribution function (cDF) performance with respect to the latency.
senses the channel in a specified direction, rather than simply isotropically.
Cloud/Edge Computing
Cloud computing has brought significant changes to the Internet in the past few decades. Its centralized nature helps lower the expenditure cost while speeding up the deployment process. However, cloud computing alone cannot fulfill the demands of wearable communication. Cloud data centers are often located in remote regions, which may cause a long end-to-end latency, thereby impacting delay-sensitive applications. Since data are sent to the cloud for processing, concerns such as security and privacy may possibly arise as well. Current research has now shifted to a combination of cloud and edge computing structures. Specifically, devices or nodes with storage, computing, and caching capabilities can be deployed in close proximity to wearable devices and act as middleware between the cloud and local networks. These devices can be routers, SBSs, and high-end wearable devices. Additionally, advanced caching algorithms can offload popular contents from cloud to edge nodes, either in real time or offline. An illustration of the cloud/ edge architecture is shown in Figure 5 . To better take advantage of varying spectrums, connections between edge nodes could utilize an mm-wave band, which provides sufficient bandwidth for higher throughput [13] ; the connection between devices belonging to the same person could use a 2.4-GHz BLE and WLAN or a 5-GHz WLAN. By properly assigning the spectrum, interference in the dense wearable networks can be reduced.
The advantages of this paradigm are multifold. First, by providing certain computing capabilities via edge nodes or wearable devices, the transmission load on the backhaul can be greatly reduced. This benefit is prominent for applications such as online gaming, where 60 or even 120 frames must be rendered per second. An alternative solution dictates that servers only send parameters, e.g., the character's position, time stamp, and property changes (few plain data), and allow the edge nodes to calculate and render visual images. Second, with the help of a large number of edge nodes deployed in 5G and big data analysis of user preferences, popular contents can be prefetched into connected edge devices, which are only one hop away from users. Third, this scheme is more robust in terms of always-on connectivity, as well as privacy and security control. Last, cloud/edge computing enables a much more scalable architecture.
Energy Harvesting
Advancements in battery technology lag behind their silicon counterparts. Today, consumer devices use lithiumion batteries, while researchers continue to improve upon battery energy density, find new materials, and reduce charging time to deliver a better user experience. Meanwhile, energy efficiency has become a major concern in the field of network design. This problem can be alleviated by developing advanced energy-harvesting techniques, which enable devices to harvest energy from the surrounding environment for both immediate and/or meanwhile, energy eFFiciency has become a major concern in The Field oF neTwork design. future usage by storing harvested energy in the battery unit. Such energy can come from solar power, ambient motion, the human body, background electromagnetic waves, and so on. Solar power, for example, can be used to run outdoor wearables, e.g., edge nodes, watches, and smart clothes. Recent progress on solar cell materials such as perovskites make the solar power harvest more flexible to integrate and more efficient to operate. Ambient motion takes advantage of mechanical movements by transferring them to electrical form. Generally, direct force and inertial force on a proof mass are two main energy sources; however, their principles are similar.
Since the generated energy of this technique is relatively low (i.e., a few microwatts, depending on specific activities), it shows more promise for applications like watches and footwear equipment [14] . Furthermore, wearable devices can extract energy from the human body by capturing temperature differences between the body and the outside environment with a thermoelectric module. Although its efficiency is limited (i.e., it averages only a few Celsius degrees of difference), its value has been demonstrated by various commercialized products. In addition, energy harvesting from electromagnetic waves has been attracting more attention recently.
Advanced Security Solutions
Concerns about data security and privacy have increased, particularly since users continue to share private data, including photos, locations, and activities. However, physical data collected from wearable devices (e.g., medical conditions) are sensitive and require extra protection. Typically, data go through different phases, namely data collection, transmission, and sharing. In data collection, biometric access is already widely used in high-end devices. Iris, face, and fingerprint recognition utilize specific user patterns to secure device access. Data can be further secured with schemes (e.g., public key encryption). For some wearable applications, data need to be shared with remote servers for analysis or diagnosis. Encryption requires collaboration with network architecture and transmission protocols (specifically intrawearable and interwearable communication scenarios). Intrawearable communications occur between multiple devices carried by the same person, while interwearable communications occur between multiple devices carried by different people. In the former case, biometric information such as an interpulse interval can easily be detected by multiple devices and can then be extracted for encryption and decryption key generation [15] . This extra protection at the protocol level makes wearable communications more secure, as illustrated in Figure 6 . Interwearable communications, however, can leverage edge nodes and cloud servers, while public key cryptography can be made between wearables and servers for scalable considerations. For resource-constrained wearables, the impact of computational workloads and power consumption on security should also be taken into consideration.
Conclusions
The recent growth of wearable devices continues to drive research interests in various fields such as communications and presents significant challenges for engineers to overcome. Figure 6 an example of an intrawearable security solution using a heart rate pattern.
architecture presented in this article combines D2D, CRAN, and cloud/edge technologies into one efficient process to resolve stringent latency/power/computation constraints in wearable communications. Enabled by this multilayer communications architecture, computation offloading to nearby devices through D2D or to nearby edge nodes through cellular/other wireless technologies has been deemed one of the key techniques used to address fundamental wearable issues, e.g., limited battery life, limited computing capability, and critical latency on performance. 
